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Abstract 

 
In the advanced field of Information and Communication Technology (ICT) within modern corporate 
frameworks, the pressing issue of non-compliance becomes increasingly crucial. Achieving the ideal 
balance—where one fosters consistent employee commitment without resorting to overly harsh penalties for 
possible violations—presents a complex problem. Such a nuanced relationship calls for a synchronized 
coordination among the company’s underlying factors, the principles of the Information Security Plan (ISP), 
and overarching compliance mandates. As companies step into a period where digital environments are in 
constant flux, the importance of securing information systems rises to a critical level. Against this backdrop, 
compliance stands out as a vital component, functioning as a stringent safeguard in the ongoing mission to 
protect precious digital assets—a mission comprehensively detailed within the ISP. This in-depth academic 
study sets out to rigorously explore and scrutinize the diverse opinions and beliefs of committed employees 
and insightful management concerning unwavering company alignment with the ISP. This is accomplished 
by defining a construct that centers on key dimensions: Organizational Culture, Personal Attitudes, Actors, 
Behavioral Intentions, and Motivational Dynamics. Eleven Hypotheses are outlined and represent the 
materialisation of the model. This model form a starting point from which future empirical exploration will 
be able to take place, propelling us towards a deeper understanding of the phenomena under scrutiny. 
 

Keywords: compliance, non-compliance, information security policy, ISP, information systems security, 
theoretical model, empirical investigation 

 
 
1. Introduction 
 
Compliance serves as a critical cornerstone in the intricate landscape of organizational operations, 
seamlessly linking the multifarious regulations and policy frameworks that preside over business 
functionalities as Ali et al. 2021 argued in a systematic literature review to identify the transformation 
process from noncompliance to compliance with information security behavior and policies (Ali et 
al., 2021). At its core, Compliance ensures that each minuscule operational element, spanning the 
gamut from nuanced procedural complexities to critical strategic decisions, is meticulously 
harmonized with the overarching governing regulations, laws, and corporate policies, as in Sulaiman 
et al. 2022 in their review on cyber-information security compliance and violation behavior in 
organizations (Sulaiman et al., 2022). This harmonization is of vital importance in the digital age, 
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particularly within the domain of Information Systems Security, as in Alraja et al. arguments who 
explored information security policy compliance from an employee’s perspective in a global setting 
(Alraja et al., 2023). In the present study Compliance takes on the mantle of a sentinel, steadfastly 
shielding digital infrastructures and assets from the ever-evolving cyber threats. 

This paper lays special emphasis on the articulated bond between Compliance and Information 
Security. Their interrelationship is neither incidental nor superficial; rather, Compliance provides the 
scaffolding upon which organizations can construct and fortify their digital security foundations 
(Sulaiman et al., 2022; Alraja et al., 2023). The theoretical framework delineated in this discourse not 
only introduces this intertwined concept but fervently calls for a deeper, more profound academic 
exploration. It underscores the urgent need to unravel the mechanisms and strategies through which 
modern organizations seamlessly weave Compliance into their security narratives, transforming 
regulatory adherence from a perfunctory task into an intrinsic organizational culture, as pointed out 
by Hinaet al. who provided theoretical insights into shaping employees ’security compliance behavior 
in higher education institutions (Hina et al., 2019). 

In dissecting the myriad incidents linked to human behavior and multi-layered information 
systems, a recurrent theme emerges: the crucial role of employee interactions (Qatawneh, 2023). 
Whether driven by benign neglect, the allure of convenience, or mere oversight, employees 
sometimes find themselves circumventing established protocols, inadvertently introducing 
vulnerabilities into the system. Recognizing this, the discourse propose that a robust security 
framework cannot merely be technocentric, as we find in Huang and Lin who discussed 
inconsistencies between information security policy compliance and shadow IT usage (Huang and 
Lin, 2023). Instead, it necessitates a more organizational approach that integrates the often 
unpredictable human element, prompting organizations to adopt diverse, multi-pronged strategies to 
address and mitigate these inherent human-centric vulnerabilities (Alraja et al., 2023; Goel et al., 
2023; Dwivedi et al., 2023). 

For multinational organizations operating on a global scale, the stakes are exponentially 
heightened. In such sprawling corporate ecosystems, even a minor security breach can set off a ripple 
effect. Beyond the immediate data loss, the repercussions can erode consumer trust, denting the 
organization’s hard-earned reputation, sometimes irreparably. In this high-stakes game, Compliance 
ceases to be just a bureaucratic requirement. It morphs into a proactive shield, a bulwark against the 
potentially catastrophic consequences of security lapses and oversights, as you find comfort of this 
idea in published research findings (Huang and Lin, 2023; Palanisamy et al., 2023; Xue et al., 2023 and 
Ifinedo, 2022). 

Delving into the semiotics of  ’Compliance’, one discerns its multifaceted nature. Far from being 
a static endpoint, Compliance represents a dynamic issue, an ongoing odyssey of alignment with a 
multitude of regulations, industry benchmarks, and globally accepted best practices. And as this 
journey unfolds within the complex maze of Information Security, a singular focal point emerges: 
human behavior (Qatawneh, 2023; Donalds and Barclay, 2022; Dewies et al., 2021). Recognizing this, 
contemporary organizations are making concerted efforts, channeling resources towards a bevy of 
strategies, protocols, and training modules, all aimed at inculcating a culture of security awareness 
and vigilance among their workforce, as Dewies et al. found in their study about the effectiveness of 
nudging in information security when attitudes are unsupportive (Dewies et al., 2021). 

The methodological underpinnings of this study traverse the impervious pathways through 
which Compliance steers organizations not just towards mere regulatory alignment but towards a 
broader vision of comprehensive security enhancement. The intent is clear: to demystify the web of 
interconnections binding Compliance, organizational culture, and pressing security mandates (Alraja 
et al., 2023; Goel et al., 2023; Dwivedi et al., 2023 and Kim et al., 2020). 

In particular Alyami et al. published an investigation that scrutinized academic articles in 
Information Systems (IS) security to isolate key ’security themes  ’beneficial for organizational 
decision-making. They evaluated 87 scholarly papers featured in the AIS Senior Scholars ’Basket of 
Journals. Twelve principal  “security themes” within the IS landscape were identified. The analysis 
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underscores that particular themes, such as IS Security Policy, IS Security Behaviour, IS Security 
Management, and IS Security Awareness, are more heavily researched compared to other areas 
(Alyami et al., 2020). 

In its assessment, we envision an organizational environment where security, far from being a 
mere check in the box, becomes an ingrained, omnipresent organizational tenet. This transitioning 
from an obligatory task to an embedded core philosophy, signifies a big paradigm shift, 
synchronizing seamlessly with both external regulatory edicts and the organization’s intrinsic values 
(Palanisamy et al., 2023; Dewies et al., 2021; Kim et al., 2020 and Alyami et al., 2020). 
 
2. Objectives 
 
In prior scholarly investigations, the interplay between Compliance rules (which originate externally) 
and internal Policies (which emerge from within the organization) has been scrutinized through a 
fivefold conceptual lens encompassing Organizational Culture, Personal Attitudes, Actors, Intention, 
and Motivation, as in Cavallari (2011) where is discussed the organizational relationship between 
compliance and information security finding there is a bi-directional relationship among those and 
that transformational leadership management action can influence both of them (Cavallari, 2011). In 
the same sense we find Posey et al. (2011), and Caldwell (2012) who discussed the importance of 
training in addressing security vulnerabilities (Caldwell, 2012). 

This rounded perspective delves into the complex interrelations of how organizations pursue 
the regulatory norms, molding their internal policies while being influenced by external compliance 
mandates as in the arguments of Warkentin and Willison (2009) and as in Khan and AlShare (2019), 
where they studied the distinguishing factors between violators and non-violators of information 
security measures in organizations (Khan and AlShare, 2019). However, this paper endeavors to 
transcend the boundaries set by earlier research by not only expanding the existing research model 
but also delving deeper into the ramifications of compliance-related organizational dynamics on an 
organization’s pre-existing information security policy from a persuasion and cognitive elaboration 
perspective (Yang et al., 2019). 

Irrespective of an organization’s current position on the continuum field of compliance, 
whether aligned with regulatory demands or falling short (Siponen and Vance, 2014), the augmented 
framework discussed in this paper holds the potential to uncover invaluable insights. One such 
critical facet is the revelation of the inherent nature of non-compliant employees, as Alskar et al. 
(2015) suggested about the evolution of information security research on employees’ behavior — 
those who, for various reasons, deviate from the established compliance rules (Alskar et al., 2015). 
This understanding is fundamental in unraveling the vast mosaic of potential security vulnerabilities 
within an organization (Boss et al., 2009; Cascavilla et al., 2018 and Kennedy, 2016). By delving into 
the complexities of non-compliance, this research aspires to cast light on the factors that engender an 
environment where security is jeopardized. 

At its core, this research is dedicated to the formulation and construction of an enriched model, 
one that reaches beyond the surface and dives into the depths of the knotty relationship between 
compliance, internal policies, and their intersection with human behavior within organizations. This 
model, meticulously crafted and poised to encompass a broader spectrum of variables, could serves as 
a foundation for subsequent empirical explorations. Its purpose transcends mere theoretical 
discourse; it is geared towards discerning the complex realm of insider threats, be they conscious or 
inadvertent, that emanate from the human element inherent in organizational dynamics, as clearly 
argued in past research like in Yoon and Kim (2013) who empirically studied computer security 
behavioral intention in the workplace (Yoon and Kim, 2013), in Cheng et al. (2013) where they 
proposed an integrated model based on social control and deterrence theory to understand the 
violation of IS security policy (Cheng et al., 2013), in Clay Posey et al.  (2017) where they categorized 
and assessed threats to personally identifiable information in organizations (Clay Posey et al., 2017). 

The base of this endeavor lies in comprehending how the mosaic of organizational culture, 
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individual attitudes, key actors within the organizational hierarchy, intentions that underpin actions, 
and the underlying motivations interplay to shape compliance and its ensuing impact on information 
security policies as in Herath and Rao (2009a). As these factors converge, a multi-dimensional 
connections emerge, shedding light on the interwoven dynamics that contribute to the complex 
spectrum of organizational compliance (Vance et al., 2013). The ultimate aim is not only to decode 
the nuances of compliance but also to fathom the underlying currents that can potentially cascade 
into security vulnerabilities—vulnerabilities that often have human actions and decisions at their 
epicenter. 

This paper endeavors to push the boundaries of previous research by proposing an enriched and 
expanded model that encapsulates the multifaceted relationship between Compliance rules, internal 
Policies, and the wide spectrum of human behaviors within organizations. By doing so, it seeks to 
unearth the concealed facets of non-compliance and their implications for information security. As 
this research unfolds, it strives to transcend theoretical discourse, laying the foundation for empirical 
investigations that looks into the intricate labyrinth of insider threats—a realm where human 
motivations and actions intertwine with compliance rules to shape the security posture of 
organizations (Posey et al., 2011; Vance et al., 2013). 
 
3. Previous Research 
 
Scholarly evidence demonstrates that many threats to an organization’s information security stem 
from employees’ casual attitudes and behaviors (Cavallari, 2011; Khan and AlShare, 2019; Kennedy, 
2016 and Sandhu et al., 2017). 

Within the mentioned past research findings were find that Cavallari (2011) discussed the 
organizational relationship between compliance and information security finding there is a bi-
directional relationship among those and that transformational leadership management action can 
influence both of them (Cavallari, 2011), while Khan and AlShare (2019) studied the distinguishing 
factors between violators and non-violators of information security measures in organizations (Khan 
and AlShare, 2019). Kennedy (2016) explored the pathway to security by mitigating user negligence 
(Kennedy, 2016), as Sandhu et al. identified, on the other hand, the proliferation of malicious edge 
devices in fog computing environments, finding their ways into organisational disfunctionalities 
(Sandhu et al., 2017). 

Human factors play a vital role in creating vulnerabilities, with complex factors influencing 
employees’ adherence to information security policies (ISP). We find strong evidence of the mention 
humans factor importance several published research. Ifinedo in 2023 explored personal and 
environmental factors that can reduce “nonmalicious information security violations”. The study 
pertains unintentional information security violations acted by employees that pose companies at 
risk. The study aimed at understanding how personal and environmental elements influence the 
likelihood of such violations among a set of professionals. Results revealed that personal goal setting, 
organizational commitment, and vicarious learning lessened the intent to commit “nonmalicious 
information security violations” (Ifinedo, 2023). Dewies et al. (2021) studied the effectiveness of 
indirect actions in information security when attitudes are unsupportive. They undertook a field 
experiment and a survey to assess the impact of indirect intervention aimed at influencing people’s 
behavior in a predictable way, without forbidding any options aimed at boosting compliance.  

The analysis found these actions as ineffective. The study suggests that the action of indirect 
intervention failed partly due to unaltered attitudes toward the policy and some employee resistance 
(Dewies et al., 2021; Donalds and Barclay, 2022). Kim et al. (2020) investigated the deterrent effects of 
punishment and training on insider security threats through a field experiment. The study evaluated 
the practical effectiveness of information security training and how individual roles within 
organizations influence its success.  

Using a field experiment and simulated phishing attacks, the research measured the deterrent 
power of both punitive actions and educational interventions. The findings revealed that punishment 
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successfully stopped individuals from repeating the mistake, while training significantly reduced the 
likelihood of falling for phishing schemes. Notably, those in higher organizational positions were 
more vulnerable to phishing, a trend that remained consistent regardless of training or punishment. 
(Kim et al., 2020). In the same wave other authors have argued about the various effects of the 
deterrence on employees finding that employees are more prone to adhere to norms and compliance 
regulations when the recognition for positive behaviors is clear and attractive, rather then the 
specification of punishment for violations (Alyami et al., 2020; Cavallari, 2011; Posey et al., 2011).  

Research also indicates results in the direction of investigating acts that may be intention-
based, willful, malicious violation (such as sabotage, data theft, data destruction, etc.) or they may be 
unintentional or accidental actions (Warkentin and Willison, 2009), while recent studies confirm 
that the influence of self-efficacy in information security (SEIS) on end user’s information security 
behavior plays a major role (Botong et al., 2023), as also confirmed from other authors (Caldwell, 
2012; Ullah Khan et al., 2019; Yang et al., 2019). Other lines of research by Siponen and Vance (2014) 
argue that there are five crucial aspects to be met while assessing the case of organizations’ 
information policy violations.  

Authors state that participants must be made aware that the action under scrutiny contravenes 
an Information Security Plan (ISP). They explain that this first point is too often overlooked. The 
second aspect is that researchers targeting intentional breaches of ISPs by employees should gauge 
concrete instances of such violations. The third suggestion is that scholarly research, when focusing 
on deliberate infringements of ISPs by employees, should ascertain that the types of violations 
examined bear practical significance and relevance. The fourth relevance factor in research tools 
employed (by researchers as well as company managers) to describe ISP violations is what they must 
be contextually appropriate to the organization under study. Their analysis reveals that the majority 
of existing works in Information Systems security behavior literature fulfill two or fewer of these 
mentioned criteria (Siponen and Vance, 2014). Similar ideas are expressed by Alaska et al. (2015) and 
also expressed by Boss et al. in previous research findings (Boss et al., 2009).  

Recent scholarly investigations contend that the integration of comment and user data mining, 
alongside risk assessment, as well as the utilization of social network visualization techniques for 
flagging risks, can collectively generate synergistic effects that enhance contributions to cyber-threat 
intelligence (Cascavilla et al., 2018).  

Authors like Kennedy (2016) emphasizes the importance of training and employee education, 
asserting that through such initiatives, user negligence can be substantially reduced and managed. 
This, in turn, leads to more effective implementation of the Information Security Plan (ISP) across 
the entirety of organizations; in the same sense, Yoon and Kim (2013) and Cheng et al. (2013). 

On the one other hand researchers has pointed out the importance of identifying major breach 
types and of providing thorough analysis for each type of breach. They argue also that organisations 
(in USA) differ regarding their exposure to these breaches, as well as the level of severity, observing 
that some organizations may succumb to the attacks while others will resist more complex attacks. 
The researchers propose theoretical insights aimed at enhancing our comprehension of the various 
kinds of attacks that organizations may encounter. Additionally, they seek to evaluate the underlying 
factors that account for the variations in the nature of attacks experienced across different 
organizations (Posey et al., 2017). 

With respect to enforcing ISP compliance rules Vance et al. (2013) studied access policy 
violations and consequent organisational actions. While investigating on the issue of access policy 
violations, the researchers argue that the implementation of accountability structures significantly 
curtails the propensity to engage in such violations. These findings recommend practical design 
interventions that can be seamlessly implemented with limited repercussions on employees within 
the organization. 

An interesting study direction pursued by many scholars points to the deterrence and the moral 
level of employees ethics with respect to compliance adherence. Chen et al. (2019) have suggested a 
model rooted in the awareness-motivation-capability construct, targeting the integration of 
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determinants that influence an employee’s inclination to adhere to an Information Security Plan 
(ISP). The authors argue that a nuanced strategy for managing ISP compliance among employees can 
lead to optimal outcomes, “This study is a systematic attempt to integrate various theories to form a 
broad view of employee security policy compliance” (supra). 

Alternative perspectives on the same topic draw upon diverse academic fields such as 
Information Systems (IS) adoption, protection-motivation theory, deterrence theory, and 
organizational behavior. The study of Herath and Rao (2009a) is underpinned by the foundational 
belief that the uptake of information security practices and policies is influenced by a confluence of 
organizational, environmental, and behavioral elements.  

Similar conclusions are drawn by recent research on information security behaviour by Ali et al., 
(2021). The authors point out that the existing body of research on Information Security Plans and 
compliance predominantly centers on behaviors that align with compliance rather than those that 
diverge from it. Factors like conflicting values, the emergence of security-related stress, and 
neutralization strategies contribute meaningful insights into the phenomenon of noncompliance. 
Simultaneously, internal and external motivators, along with protective incentives, exhibit a notably 
positive influence on compliant behaviors.  

Employees are swayed by internal and external motivators rooted in their own value systems, 
managerial exemplars, and the overall organizational ethos to adopt practices that are security-
conscious. The authors maintain that strategies of deterrence, managerial conduct, cultural elements, 
and heightened awareness about information security are instrumental in shifting the behavioral 
patterns of employees from noncompliance to compliance. Lowry et al. in 2017 had already drew the 
same conclusions, even though starting from a different point. Their research dug deep into the very 
central role of information security and its core characteristics to determine, among other focuses, 
the impact of positive action on employees’ behaviour (Lowry et al., 2017).  

In a similar direction, the academic work of Myyry et al. (2013) investigates the impact of ethical 
and moral reasoning on adherence to information security protocols. The empirical results from their 
study support the proposed model, highlighting the significant role that ethical reasoning plays in 
shaping employee behavior with respect to information security practices. 

A different approach is proposed by Niemimaa and Niemimaa (2017) where the authors start 
from the observation that limited research exists on how organizations effectively transition from 
idealized best practices in information security to practices that are embedded in their specific 
contexts. In their study, the authors leverage practice theory, incorporating ideas of canonical and 
non-canonical practices to dissect this translation mechanism. They discovered that the translation 
process encountered difficulties such as misaligned practices, limited comprehension of employee 
activities, and information security managers’ detachment from organizational practices. Conversely, 
they concluded that permitting context-specific practices to influence the information security 
policy, as well as actively involving employees in reshaping these situated practices, has a favorable 
impact on the successful translation. 

Central to this complexity is personal attitudes, which determine employees’ motivation to 
comply with ISPs as in Ajzen and Fishbein (1980). These attitudes shape individual behaviors and are 
connected with perceptions, beliefs, and emotions regarding the possible outcomes of actions aligned 
or misaligned with security protocols as previous research had positively demonstrated (Fishbein and 
Ajzen, 1975; Ajzen, 1991; Ajzen and Albarracin, 2007).  

Attitudes serve as the crucial point in deciding to follow or defy security measures, reflecting a 
mix of cognitive, emotional, and rational elements (Agarwal and Karahanna, 2000; Fishbein, 2007).  

Positive attitudes may come from recognizing the benefits of adherence, while negative ones 
could arise from viewing the measures as inconvenient or irrelevant as argued in recent research 
findings from Motaung and Sifolo (2023). 

These attitudes are significantly shaped by organizational culture. A culture that sees security as 
a collective priority often fosters positive attitudes and a compliance-friendly environment as in 
Kacmar et al. (2009). 
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Personal attitudes are key within the multifaceted realm of employee behavior concerning ISP 
compliance as argued by Barron et al. (2016) and by Lyman et al. (2019). Recognizing their power 
enables organizations to foster a culture where security is essential for both individual and collective 
well-being, increasing the likelihood of compliance (Bondarouk and Sikkel, 2005; Ni and Sun, 2009; 
Argote and Miron-Spektor, 2011). 

Recent research also highlights the risks from employees’ negligence, identifying it as a key 
channel for security breaches (Hagger et al., 2022). The role of attitudes in shaping this landscape is 
significant, with empirical studies showing that positive views of ISPs lead to reduced non-
compliance, emphasizing the role of individual attitudes in shaping security behaviors as recent 
research findings suggest (Iniesta, 2023). 

Expanding the discourse, another layer of importance surfaces, focusing on the efficacy of 
policies formulated to guide organizational behavior. Policies rendered ineffective, often remaining 
confined to the realm of theoretical documentation without translating into actionable strategies, 
introduce a critical component that contributes to the discord between policy intention and 
operational reality (Devi al., 2023). This discord frequently paves the way for employee apathy 
towards security norms (Hagger et al., 2022). Within this context, instances of employee negligence 
manifest, further exacerbated by unreported breaches in compliance. This cyclic pattern underscores 
the interaction between inadequately enforced policies, lackluster implementation, and employee 
actions, culminating in an ecosystem where security measures remain ineffective and instances of 
non-compliance go unnoticed (Alshwayat et al., 2021). 

The essence of the issue lies within the complex network of relationships that form the 
foundation of security compliance within organizational structures. Employee attitudes, shaped by 
their views on ISP as facilitators or hindrances to operational efficiency, stand out as a crucial factor 
impacting the dynamics of security behavior as clearly stated by Argote and Miron-Spektor (2011). 
Recognizing that a positive stance toward security protocols can restrict non-compliance emphasizes 
the need to cultivate an atmosphere where security is deeply embedded in the organizational culture 
(Büschgens et al., 2013). 

Simultaneously, the disconnection between policy conceptualization and practical 
implementation assumes critical importance, serving as a notable source of non-compliance. Policies 
relegated to mere theoretical constructs, bereft of comprehensive implementation strategies, lack the 
potency to command the requisite attention and adherence. This disconnection fosters an 
environment where employees tend to disregard security protocols, cultivating a sense of 
complacency that fuels non-compliant behaviors (Ali et al., 2021). Recognizing that this dissonance 
not only compromises security protocols but also contributes to breaches underscores the urgency of 
bridging the divide between policy design and execution (Costa et al., 2013; Donner, 2023). 

The discussion pertyaining non-compliant actions in the context of organizational information 
security calls for careful examination (Tejay and Mohammed, 2023). Employee negligence surfaces as 
a pertinent concern, with attitudes significantly influencing the prevalence of non-compliance 
incidents (supra).  

Additionally, the gap between policy creation and its real-world implementation highlights a 
crucial point at which policy shortcomings contribute to non-compliance. A comprehensive approach 
to these issues is essential for organizations aiming to construct a solid security infrastructure. This 
not only involves crafting policies that garner adequate respect but also demands a steadfast 
dedication to their successful implementation, thereby reducing the probability of security lapses and 
associated risks, as suggested by Alhogail (2015). 

In academic discussions, there’s a belief that many organizations face difficulties in consistently 
enforcing security compliance due to the complex nature of related rules and policies (Büschgens et 
al., 2013; Siponen and Vance, 2014; Malte Dewies et al., 2021). These vital components, intended to 
protect information systems, often seem too complex for employees (supra). 

This complexity leads to implementation challenges. Organizations often fail to consistently 
enforce security measures, revealing leniency in managing and governing these policies as in Donner 
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(2023). As a result, employees may become lax in adherence, knowing the rules aren’t rigorously 
enforced. Furthermore, employees might attempt to sidestep penalties due to these perceived policy 
leniencies. Such a situation creates a paradox where policies designed for security inadvertently allow 
non-compliance (Alhogail, 2015; Tejay and Mohammed, 2023). 

The dynamics highlight the challenges posed by the nuanced nature of security regulations, 
their enforcement, and their impact on organizational efficiency. The detailed security guidelines, 
combined with lenient enforcement, allow for potential employee negligence, diminishing the 
policies’ effectiveness (Chang and Lin, 2007; Xue et al., 2023). 

It’s essential for organizations to ensure policies are both understandable and strictly enforced. 
Clear communication of security guidelines and stronger commitment to their enforcement can lead 
to a collective effort in compliance. Addressing these challenges will help organizations maintain a 
robust security posture that’s comprehensible and consistently followed (Chen et al., 2015). 

In academic literature, it’s also argued that many employees are unaware of their organizations’ 
security and compliance policies, indicating a widespread knowledge gap (Chang and Lin, 2007; 
Alshwayat et al., 2021). These policies, so important for information protection and regulation 
adherence, lose effectiveness if employees are uninformed (supra; Da Veiga and Martins, 2015). 

Several factors exacerbate this problem. Poor communication might leave policies unnoticed. 
Insufficient training sessions can leave employees unprepared to follow intricate security protocols. 
Additionally, the sheer number of policies can confuse employees about which ones are relevant to 
their roles, Vroom and Von Solms (2004), Cavallari (2010), Knapp et al. (2006), Alhogail and Mirza 
(2014). 

Academic debates also suggest that many organizations struggle to enforce security compliance 
consistently due to the complexity of related rules and policies. Despite being essential for protecting 
information systems, these policies often overwhelm employees. Organizations’ lenient enforcement 
causes employees to be relaxed in adherence, creating a paradox where security guidelines may 
unintentionally foster non-compliance. These nuances underscore the tension between security 
regulations and organizational efficiency. It’s crucial that organizations communicate these policies 
clearly and enforce them rigorously to foster a culture of compliance (supra). Furthermore, a 
prevalent issue is that many employees remain unaware of their organization’s security policies 
(Martins and Eloff, 2002; Nwankpa and Datta, 2023). This knowledge gap, often exacerbated by 
inadequate communication and training, reduces the efficacy of essential security measures, leaving 
room for potential vulnerabilities (Mady et al., 2023; Dornheim and Zarnekow, 2023). 
 
4. The Research Questions 
 
Interesting revelations concerning Compliance and ISP underscore the leading meaning attributed to 
the “sense of security” perception, as in Rocha Flores and Ekstedt (2016). This intriguing assertion 
posits that the multifaceted interplay between subjective perception and personal contemplation 
supersedes the tangible benchmarks of technical implementation Alhogail (2015) and Chang and Lin 
(2007). This realisation underscores the profound impact of cognitive and perceptual dimensions on 
the landscape of compliance within organizations Ifinedo (2014). 

Aligned with these assertions, the research focuses from the conventional emphasis on technical 
complexity to the realm of Compliance behaviour Yoon and Kim (2013), Bosnjak et al. (2020). The aim 
is to delve into the multifaceted facets associated with employees’ perceptions of security and ISP, 
recognising their substantial implications for compliance dynamics and the broader organisational 
alignment with security protocols Niemimaa and Niemimaa (2017), Dornheim and Zarnekow (2023). 

The present research endeavour is dedicated to unearthing concealed and less evident 
dimensions encapsulated within the domain of Compliance and ISP. This quest is steered by a suite 
of five Research Questions (R.Q.), serving as foundational guideposts directing the trajectory of the 
subsequent scholarly argumentation: 

R.Q.1 Does Compliance function as an intrinsic component of the organisational culture? 
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This inquiry probes the role of Compliance within the cultural fabric of an organisation. It seeks 
to unravel whether Compliance is perceived as a deeply ingrained value or merely a superficial policy. 

R.Q.2 To what extent does personal attitude influence the attainment of Compliance? 
This question explores the intricate nexus between individual attitudes and the pursuit of 

Compliance. It investigates whether personal dispositions play a defining role in motivating 
employees to adhere to security protocols. 

R.Q.3 How is the perception shaped regarding the actors responsible for enforcing Compliance 
with ISP? 

This query delves into the perceptions surrounding the key players tasked with enforcing 
Compliance with Information Security Policies. It examines whether employees associate 
enforcement with specific organisational roles. 

R.Q.4 Is there a discernible disparity in viewpoints between employees and managers 
concerning Compliance and ISP?  

This question explores potential variations in perspectives between employees and managerial 
echelons. It aims to uncover whether divergent viewpoints exist, shedding light on potential gaps in 
organisational understanding. 

R.Q.5 What underpins the foundational motivation for compliant behaviour?  
This inquiry delves into the core motivations that drive individuals to exhibit compliant 

behaviour. It seeks to elucidate the underlying factors influencing the conscious alignment with 
security protocols. 

To unravel these R.Q.s, the research adopts an approach that factors in the perceptions of both 
employees and managers regarding Compliance and ISP [64-66]. Additionally, it takes into account 
personal conceptions about the essence of Compliance and the paramount roles vested with 
enforcing Compliance and ISP, Bosnjak et al. (2020), Alshwayat et al. (2021), Mady et al. (2023). 

This strategic selection of Research Questions is congruent with the findings derived from 
existing literature and robust theoretical formulations Herath and Rao (2009a), Herath and Rao 
(2009b), Cavallari (2011), Vance et al. (2013), Khan and AlShare (2019), Costa et al. (2013), Dornheim 
and Zarnekow (2023), Mady et al. (2023). 

By aligning with these established findings, the research seeks to contribute to the ongoing 
scholarly discourse by extending the scope of understanding surrounding the complicated interlink 
between Compliance, ISP, and the elaborated and often subtle interplay of perceptions and 
motivations within organisational contexts. 
 
5. The Model and the Hypotheses 
 
The research model proposed in this study, serving as its fundamental underpinning, arises from the 
synthesis of diverse existing formulations, Bosnjak et al. (2020),  Niemimaa and Niemimaa (2017), 
Knapp et al., 2006. This amalgamation draws upon a rich field of scholarly insights derived from a 
variety of academic contributions. It is imperative to acknowledge that the construction of this 
research model does not occur in isolation but rather serves as a continuation of the ongoing 
academic discourse concerning the detailed contours of Compliance with ISP. 

By harmonising with established formulations, the present research model signifies a cohesive 
amalgamation of insights culled from various scholarly investigations. This integration of 
perspectives seeks to offer a integrated framework through which the intricate dimensions of culture, 
attitudes, actors, intention, and motivation can be comprehensively grasped within the context of 
Compliance with ISP. 

To address the R.Q.s above, five constructs were identified as instruments to guide the 
analytical results of the envisaged, successive, empirical investigation: Organizational Culture (ORC); 
Personal Attitude (ATT); Actors (ACT); Intention (INT); Motivation (MOT). 
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5.1 Construct ORC.  
 
In the context of this study, the construct of Organizational Culture (abbreviated as ORC) serves as a 
critical area of inquiry and is examined through a socio-technical perspective, as noted by Van Thuan 
and Hai in their 2024 research. The framework investigates the intricate dimensions of organizational 
culture, specifically focusing on how employees’ belief systems influence their attitudes towards the 
value of information security and the crucial role that compliance plays in strengthening security 
measures—insights that are supported by the works of Alhogail and Mirza (2014), as well as Chang 
and Lin (2007). 

The ORC construct conducts a nuanced examination of several key elements that directly 
impact both information security and compliance within organizational settings. One such element is 
the emphasis on the conviction among employees regarding the indispensability of information 
security for the overall well-being of the organization. This sense of collective conviction nurtures a 
culture of shared responsibility, a point articulated by Rocha Flores and Ekstedt in 2016. Additionally, 
the ORC construct accentuates the perspective that mechanisms of compliance serve as effective 
tools for the enforcement of security protocols. This viewpoint incorporates the notion that the 
prospect of repercussions for non-compliance buttresses the significance of adhering to instituted 
security measures, an idea supported by King et al. in their 2023 study. 

Furthermore, the ORC framework integrates considerations about the general awareness of 
Information Security (IS) threats. Such awareness is posited to encourage a more proactive approach 
to compliance, as suggested by Myyry et al. (2013) and Xue et al. (2023). It also assesses whether 
compliance is perceived as a rewarding endeavor, thereby motivating active employee engagement. 
Moreover, the construct probes the extent to which compliance is considered a foundational 
principle, permeating various departments and roles within the organization, thereby amplifying its 
significance as a collective enterprise. 

At its core, the ORC construct is rooted in scholarly literature that delineates the linkages 
between individual beliefs and the behaviors that ensue from them. Therefore, the ORC serves as an 
encompassing framework that encapsulates various employee beliefs and behaviors relating to 
information security and compliance. In doing so, it enriches the larger academic conversation about 
the interplay between organizational culture, individual perceptions, and behavioral outcomes in the 
realm of compliance. This is supported by further academic contributions from researchers such as 
Ifinedo (2014) and Bosnjak (2020). 
 
5.2 Construct ATT.  
 
The further examination of employees’ Personal Attitudes (abbreviated as ATT) situates itself within 
the esteemed theoretical bounds of the Theory of Planned Behavior. This foundational construct, first 
delineated by leading scholars such as Ajzen and Fishbein (1980), Fishbein and Ajzen (1975), and 
subsequently refined by Ajzen (1991), Ajzen and Albarracin (2007), and Fishbein (2007), serves as the 
intellectual scaffold for the study. Within this theoretical base, attitudes are not treated as a 
monolithic entity; rather, they are disentangled into two fundamental categories: technological 
drivers and behavioral motivators. This nuanced classification provides fertile ground for 
understanding the complex dialectic between contextually shaped attitudes and deep-seated 
psychological dispositions, as elaborated by Barbera and Ajzen (2020). 

Serving as an architectural cornerstone of this theoretical paradigm is the influence of 
Information Technology (IT) Leadership. This becomes especially discernible when the organization’s 
strategic initiatives find an inadvertent but harmonious correspondence with the objectives outlined 
in its Information Security Plan. Academic contributions by Lebek et al. (2014), Koohang et al. (2020), 
and Lee et al. (2023) support this statement. As an example, we consider the operational context of 
Enterprise Resource Planner (ERP) frameworks. In such settings, procedural guidance often 
converges with the behavioral expectations stipulated in pre-existing security plans, an empirical 
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reality acknowledged by scholars like Fazlollahi et al. (2013) and Popa (2016) in their clear scholarly 
works. 

These examples powerfully show how a mutually beneficial relationship exists: the focus of IT 
leadership in optimizing processes is intrinsically linked with the institutionally mandated 
prerogatives of information security Lee et al. (2023). This relationship is mediated and modulated by 
individual belief systems that find themselves hemmed in or liberated by technological capabilities 
and limitations, ask suggested by Hess and Sciuk (2023). Such interactions significantly shape 
resultant behaviors, an argument convincingly articulated in academic discourse, most notably by 
Balozian and Leidner (2017). 

The grand significance of IT leadership becomes clear when processes display inherent 
flexibility and adaptability. Under such circumstances, where compliance is no longer a discretionary 
activity but a non-negotiable imperative, the directing influence of IT leadership is accentuated, as in 
Rodríguez-González et al. (2023). It serves as the navigational compass that steers organizational 
behaviors towards a trajectory aligned with security norms and regulatory benchmarks. This 
particular aspect has been incisively analyzed in contemporary academic discussions, notably in the 
works of Bendig et al. (2022) and Hess and Sciuk (2023). 

The multi-dimensional framework presented here captures the complex, multi-layered 
interactions between personal attitudes, organizational leadership in IT, and the emergence of 
compliance-oriented behaviors, Cuzuara (2023), Kang et al. (2023).  

The proposed construct ATT places a renewed emphasis on the influence of IT leadership in 
engendering behavioral conformity with security best practices, particularly when organizational 
processes are receptive to adaptation and change. 
 
5.3 Construct ACT.  
 
The (organisational) Actors construct effort—hereafter referred to as ACT — engages in an 
investigation into the perceptual frameworks of key personnel who are instrumental in enforcing 
Compliance with Information Security Policies (ISP). The construct contributes to shed light int the 
dynamics that inform, influence, and perpetuate the commitment to adherence to ISP policies, 
Nielsen et al. (2023). Unlike generic approaches that may overlook the role of individual actors within 
the organizational structure, the ACT construct underscores the important role played by distinct 
members of the organization, especially managerial staff, Hong et al. (2023). 

Delving deeper into the specificities, the ACT construct acknowledges that a thorough 
understanding of ISP compliance cannot be disentangled from the functional roles individuals 
assume within an organization. These roles, which include but are not limited to managers and 
employees, serve as connections where ideological commitments to ISP compliance are actualized or 
compromised Barbera and Ajzen (2020). The conceptual architecture of ACT is rooted in extant 
academic contributions, including works by Alshaikh et al. (2018, 2020), and Nielsen et al. (2023), that 
exemplify the interconnectedness between individual actors and policy adherence. 

The ACT construct enriches the discourse by affirming the constituent elements of human 
perception and their role in fortifying or undermining ISP compliance, as outlined in Herath and Rao 
(2009a). It seeks to advance a more holistic understanding of the organizational mechanisms and 
individual behaviors that coalesce to either sustain or disrupt the architecture of information security 
within a professional setting. 

Within the architecture of this research’s framework of constructs, the Actors Construct (ACT) 
is specifically engineered to untangle the complex attitudes and beliefs held by key individuals within 
organizations. These individuals are those who manage substantial influence in driving and shaping 
compliance initiatives, particularly with respect to Information Security Policies (ISP).  

The ACT construct is attentive to the organizational hierarchy, appreciating that one’s 
positional status within the organizational landscape inevitably molds a unique vantage point on 
matters related to ISP. Such individualized perspectives are not simply role-dependent, but are 
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further enhanced by a variety of factors such as organizational culture, job functions, and even 
individual psychological traits, thus ACT is an essential construct to evaluate the organisational effect 
of Actors involved in enforcing ISP, Alec Cram et al. (2019). 

To establish this understanding, the ACT construct draws deeply upon a rich literature of 
academic scholarship, including, but not limited to, the works of Bulgurcu et al. (2010), Chatterjee et 
al. (2015), and da Veiga et al. (2020). Each of these scholarly contributions enriches the construct’s 
multidimensional approach, providing both theoretical and empirical layers to this inquiry. 

Thus, ACT serves as a powerful analytical instrument. Through ACT, the differing viewpoints of 
managers and employees on ISP are revealed. It underscores the significance of potential 
comprehension gaps in ISP enforcement, highlighting the need for a detailed approach to consistent 
compliance measures, Herath and Rao (2009b), Cerasoli and Ford (2014), Chiu (2018). 
 
5.4 Construct INT.   
 
The Intention (INT) construct describes the dynamics of how the actions and behaviours of 
organisational actors influence an individual’s compliant intention.  

Within the scholarly discourse of this research, the Intention (INT) construct serves as an 
“investigative tool” for examining the varied aspects of governing the actions and behaviors of 
organizational actors, specifically as they impact an individual’s inclination to comply with 
established guidelines and norms. This analysis operates within the specific domain of compliance-
related Behavioral Intention, that represents an area denoted within this study as Personal Intention 
(INT).  

The concept of Personal Intention, as it stands in this study, resonates deeply with established 
theoretical frameworks, notably the models put forth by Ajzen (1991), Ajzen and Albarracin (2007). 
These seminal works provide a foundational understanding of the factors that contribute to forming 
an individual’s intent to act in a certain way, particularly in an organizational setting. Moreover, the 
construct is contemporized by the recent insights offered by Wright and Wilson (2022), who delve 
into the mutable nature of intention in the complex reality of organizational interactions. 

The INT construct aims at illuminate the interconnections among organizational behaviors, 
individual predispositions, and the overarching organizational culture (i.e. ORG, supra) that 
collectively shape an individual’s propensity to comply. The proposed construct comes from the 
observation that compliance is not an isolated act but rather a behavioral outcome, shaped by a 
constellation of influencing variables including role expectations, peer actions, and organizational 
ethos, Laslo-Roth and Schmidt-Barad (2021), Alsmadi et al. (2022). 

The INT construct adds a detailed layer of understanding to the academic discourse on 
behavioral intention, particularly within the compliance context, as described in Razak et al. (2020). 
It aims to contribute to both the theoretical and empirical richness of the subject, highlighting the 
powerful factors that inform and shape individual intentions in an organizational environment, 
Barton et al. (2016). In doing so, the construct INT enhances our understanding of the dialectics of 
intention and action, particularly how they manifest in complex organizational ecosystems, Contreras 
et al. (2017), Mees (2017), Zhang and Hu (2017). In the same sense  we find the theoretical roots of our 
INT construct in the cornerstone research findings of Christman (1977) and of Reeder and Brewer 
(1979). 

This construct intends to explain employees’ perceptions concerning organisational measures 
set in place to harmonise productivity levels with essential Information Security Compliance efforts. 
At the base of the INT construct lies the pursuit of exploring the knowledge about how the collective 
endeavors and interactions within an organization mold and shape individual behavioral intentions 
geared towards compliance, as clearly stated in Warkentin and Mutchler (2022), as well in Duzenci et 
al. (2023), and defined in the outline of perspective directions for research in Crossler et al. (2013). 

The construct INT is designed in order to understand the commitments and the adaptations 
that employees make to comply to ISP. According to Zemba et al. (2006), these commitments and 
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adaptations aren’t just guided by extrinsic drives, rather they are intrinsic cognitive and behavioral 
efforts that employees consciously make to align themselves with compliance standards set by the 
organization, in the same sense we find recent research conclusions by  Lee et al. (2023) and also by 
Ogbanufe and Ge (2023). 

The INT construct is not just an academic construct; rather it could be regarded as a tool, a 
conceptual framework that we can use to dig deeper into this complex web of intentions, actions, and 
organizational realities. As Diefenbach and Sillince (2011) pointed out, INT allows us to explore the 
dynamics between individual intentions and the broader context within which these intentions come 
to life. 

The INT construct is representing the baseline of employees attitudes entangled into 
Information Security (IS) Compliance programs. According to Cerasoli et al. (2014), these programs 
don’t just set rules; they shape attitudes. They can effectively mold employees’ mindsets and make 
them more inclined to consistently adhere to regulatory compliance measures. 

As intentions translate into actual behavior, as grounded in established research, like in 
Fishbein and Ajzen (1975), and also argued by Lian et al. (2012), past research demonstrated that 
there is a strong correlation between what people say they’ll do—self-reported behavioral 
intentions—and their steadfast adherence to specific security protocols, Yoon and Kim (2013), Li et al. 
(2022). So, when an employee says they’re committed to following the rules, there’s a good chance 
they mean it, Hong et al. (2023).  

This proves the strong empirical investigation potential and proof of concept of the construct 
INT of the present paper. 
 
5.5 Construct MOT.   
 
The Motivation Construct, termed as MOT, is build in order to examine the relationship between an 
organization’s security measures and its governance mechanisms for compliance. While security 
objectives frequently occupy a primacy in organizational priorities, their materialization becomes 
markedly salient when framed within a compliance schema, as articulated by Chiu (2018). 

Such alignment has ramifications that reverberate across the organizational hierarchy and 
functions. This phenomenon is aptly captured by scholar works such as those by Cerasoli et al. (2014) 
and Herath and Rao (2009b), which suggest that a shared vision captures collective commitment to 
achieving overarching goals. The MOT construct thus serves as a heuristic device to scrutinize the 
underlying motivations that predict compliance behaviors and elucidate how they are complexly 
linked to greater organizational objectives. 

The construct MOT supply a framework for decoding not merely the motivations but also the 
contextual enablers and inhibitors that manifest in individual and collective actions aimed at security 
compliance. By doing so, it contributes to a more in depth understanding of the organizational 
compliance and security paradigms. 

The conceptual underpinning of the Motivation Construct posits that when there exists a 
cogent alignment between compliance endeavors and security objectives, a potent catalyst for 
motivation emerges within the organizational structure, as noted by Meso et al. (2013). This 
motivational catalyst is deeply interdependent from the organizational culture, engendering a 
collective cognizance and valuation of compliance, as delineated by Bauer and Bernroider (2015). 
Consequently, organizational members exhibit an augmented propensity for steadfast adherence to 
compliance protocols, a point emphasized by Sharma and Aparicio (2022).  

Incorporated into the elements of the Motivation construct (MOT) is the salient feature of 
monitoring as an enhancer of motivational impetus. This dimension postulates that awareness of 
ongoing surveillance serves as a catalyst for behavior congruent with organizational norms and 
directives, as validated by Hina et al. (2019). Existing scholarly work and empirical analyses 
corroborate the hypothesis that the extent and rigor of monitoring procedures exert a considerable 
impact on individual predispositions, which, in turn, modulate compliance behaviors, as 
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substantiated by Qatawneh (2023). 
Expanding the focus of the MOT construct, it permits the conduction of the exploration at the 

connection between security objectives and compliance methodologies, bringing scholarly attention 
to these intersections as documented by Sulaiman et al. (2022). By foregrounding the multifaceted 
roles that motivation plays in shaping behavioral outcomes, the construct offers a more sophisticated 
understanding of the mechanisms through which organizational interventions and managerial 
orchestrations geared towards enhancing employee motivation can galvanize collective adherence to 
prescribed security frameworks, as suggested in Ballet et al. (2011) and, more recently confirmed by 
Mathiassen et al. (2023), and by Klemsdal and Wittusen (2023). 

The MOT construct serves as a conceptual tool for dissecting the relationships among 
monitoring, motivational vectors, and compliance actions, thereby providing academically grounded 
insights into the optimization of organizational security strategies. It will also be able to contribute as 
an eventual empirical research instrument, in the possible future. 
 
6. The Proposed Model 
 
The proposed research model achieves great depth by integrating various facets like managers’ 
behaviour, isomorphism, variances in managers and employees’ reactions, compliance incentives, and 
perceptions of information security risks (Razak et al. (2020). 

Managerial actions, as key influencers, introduce unique elements into the compliance arena, 
impacting both the organisational culture and individual behaviour. Their directive and norm-
establishing behaviours create a dynamic interaction, leaving a strong managerial mark on the overall 
structure, Li et al. (2022), Liu et al. (2022), Chiniah and Ghannoo (2023). 

Isomorphism, as a key concept, adds depth to the model. It illustrates the synchronisation 
between external industry standards and internal compliance mechanisms, shaping the constructs of 
organisational culture, individual roles, and personal attitudes. This reveals a complex matrix of 
forces impacting compliance behaviour, Zhang and Hu (2017), Ganga Contreras et al. (2017). 

The model’s depth is further enhanced by highlighting the contrasting perspectives between 
managers and employees. Such differences shed light on the roles of power dynamics, hierarchy, and 
varying perceptions of compliance, Lean et al. (2012), Cavallari and Tornieri (2018) Laslo-Roth and 
Schmidt-Barad (2021), Fruhen et al. (2022), Qatawneh (2023). 

Incorporating the role of compliance rewards and perceptions of information security risks 
further elevates the model’s depth. They intertwine with constructs of motivation, individual 
attitudes, and organizational culture, bridging the gap between compliance incentives and potential 
security threats, Li et al. (2022), Chiniah and Ghannoo (2023). 

We argue that the enhanced research model benefits from including aspects like managerial 
behaviours, isomorphism, response variations, and compliance incentives. By assimilating these, the 
model offers a comprehensive view of the dynamics governing compliance behaviour, showcasing the 
intricate relationship between organisational processes, external standards, managerial influence, 
individual perceptions, and motivational elements,  Hina et al. (2019), Mathiassen et al. (2023). 

Embedded within the overarching research framework, the salient role of managers’ behavior 
emerges as a substantial stratum of influence, intricately interweaving with the constructs of 
organizational culture and individuals as actors. Managers, occupying a dominant position in the 
organizational hierarchy, manifest as primary agents wielding substantial agency in the orchestration 
of compliance behavior’s trajectory within the organizational context. Their actions, stances, and 
enforcement strategies collectively constitute a potent fulcrum that has the capacity to decisively 
shape the prevailing compliance comportment within the organizational tapestry, Myyry et al. (2013), 
Da Veiga and Martins (2015), Alskar et al. (2015), Bora Kim (2020), Razak et al. (2020). 

The presence of managers as instrumental leaders instills a discernible resonance that extends 
beyond their immediate roles. Managers, emblematic of organizational authority and directive 
prowess, wield the capacity to wield substantial influence, rendering them agents of considerable 
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pertinence in the calibration of compliance behavior, as clearly pointed out by Ryutov (2023). Their 
actions reverberate through the organizational managers, conveying the tone and tenor that 
underscores the primacy of compliance. The attitudes expressed by managers, whether by design or 
by default, condition the broader cultural environment with a distinctive compliance ethos that goes 
beyond formalized policies and extends into the space of normative expectations, as in Kacmar et al. 
(2009), Ifinedo (2014), Razak et al. (2020). 

In addition, the array of enforcement mechanisms harnessed by managers engenders a palpable 
imprint within the organizational culture, extending tendrils of influence that intermingle with the 
constructs of individuals as actors and the prevailing cultural landscape, Demjaha et al. (2020), Blythe 
et al. (2019), Briggs et al. (2017). Managers’ strategies, delineating both incentives and punishments, 
wield the potential to subtly sculpt employees’ personal attitudes, underscoring the interplay 
between external stimuli and internal convictions, Caulfield and Pym (2015). This complex 
configuration of incentives and deterrents constructs an organizational environment where 
compliance resonates as a central motif, Alsmadi et al. (2022). 

Within this labyrinthine management, the dynamic linkage that emerges cogently underscores 
the nuanced modes through which managerial conduct resonates through the compliance 
framework. The varied interplay between managers’ behavior, organizational culture, and individuals 
as actors underscores the profound interdependence of these constructs, as stated in Fruhen et al. 
(2022), Ryutov (2023) and in Chiniah and Ghannoo (2023). The influence radiating from managers, 
infused with the imprints of authority and directive orientation, interlaces with the broader cultural 
dynamics, cascading into the realm of personal attitudes Mees (2017). 

The introduction of managers’ behavior as a vital determinant within the research framework 
bequeaths an enriched understanding of compliance behavior’s intricacies. This contextualizes 
managers as architectonic contributors, and their orchestration of compliance resonates with the 
broader organizational landscape. The nexus of managerial conduct, cultural dynamics, and 
individual dispositions operates in a symbiotic symphony, underscoring the indispensability of 
leadership’s influence in the cultivation of compliance behaviour, Crossler et al. (2013), Hong et al. 
(2023). 

The introduction of the principle of isomorphism into the conceptual framework engenders a 
thought-provoking dimension that expounds on the propensity of organizations to emulate the 
compliance practices observed amongst their peer entities and competitors, Rasnak et al. (2020), 
Zhang and Hu (2017), Contreras et al. (2017). This conceptual facet, seamlessly assimilated within the 
framework, serves as a lens through which the dynamics of conformity to external norms and 
industry benchmarks come to the forefront, Barton et al. (2016).  

This theoretical construction unfurls the relationship between extraneous influences, 
established industry conventions, and the interwoven substance of organizational culture, 
precipitating an orchestration of managerial conduct and compliance behavior, Chiu (2018), Cerasoli 
and Ford (2014), Alsmadi et al. (2022), Zhang and Hu (2017). 

The concept of isomorphism materializes as a complex interrelation of influence, illuminating 
the pathways through which external pressures and industry benchmarks interface with the 
prevailing organizational culture, thereby inevitably impinging upon the comportment of managers, 
Alhogail and Mirza (2014), Bareton et al. (2016), Mees (2017), hang and Hu (2017). By delving into the 
dynamics of isomorphism, the framework underscores the capacity of industry norms and peer 
practices to exude a gravitational force, effectively aligning organizations’ compliance trajectories 
with that of their counterparts. This alignment, a manifestation of the mimetic forces underpinning 
isomorphism, echoes across the organizational environment, infusing compliance practices with 
shared industry characteristics, Alskar (2015), Rocha-Flores and Eksted (2016), Ifinedo (2014), Boznjak 
et al. (2020), Barbera and Ajzen (2020), Zhang and Hu (2017). 

Within the framework’s complexity of the present proposed model, the concept of isomorphism 
weaves its thread through the constituent constructs, namely organizational culture, individuals (as 
actors), and employees’ personal attitudes, Ganga Contreras et al. (2017). This threading illuminates 
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the profound ways in which external pressures synergize with intrinsic organizational dynamics, 
amplifying the significance of industry benchmarks and compelling organizations to recalibrate their 
compliance compasses. By traversing this intricate network of constructs, isomorphism emerges as a 
dynamic force that harmonizes external and internal determinants, catalyzing a nuanced symphony 
of influences that converge to shape compliance behavior. 

The introduction of the principle of isomorphism into the proposed model serves as a powerful 
conduit that drives the confluence of external as well as internal pressures, lending itself as an 
explanatory framework within the present research model. This construct, meticulously integrated 
during research preparation, accentuates the interplay between industry norms and the 
organizational culture, offering a comprehensive understanding of how compliance behavior is 
molded by both external expectations and internal dynamics. The threads of isomorphism traverse 
the fabric of the research model, depicting the amalgamation of external influences and internal 
intricacies, culminating in an enriched perspective on the contours of compliance behavior’s 
evolution within the organizational context, Alsmadi et al. (2022),  Ganga Contreras et al. (2017). 

The evidence of disparities in responses between managerial and employee cohorts constitutes 
a predominant factor that accentuates the difficult aspects intrinsic to compliance dynamics Reeder 
and Brewer (1979), Christman (1977), Zemba et al. (2006). The mentioned divergences in responses, 
resonating with distinctness, engender a notable layer of complexity within the compliance system. 
This dimension inherently amplifies the varied and sometimes unpredictable nature of compliance 
behaviors, expounding upon the rapport among key constructs—namely the “Individuals as Actors“ 
framework—coupled with the constructs of “Employees’ Personal Attitudes” and “Behavioral 
Intention”. 

The differential perspectives and responses observed within the managerial and employee strata 
epitomize a unique juncture where the hierarchical positioning intersects with compliance-related 
beliefs, Zemba et al. (2006), Lian et al. (2012). This interjection manifests within the relation between 
the “Individuals as Actors” construct—where individuals assume roles of consequence within the 
compliance framework—and the constructs encapsulating “Employees’ Personal Attitudes” and 
“Behavioral Intention”. The vantage points occupied by managers and employees furnish divergent 
viewpoints that reverberate the hierarchical differences that underscore organizational dynamics, 
Christman (1977), Lian et al. (2012). 

These disparities, as mirrored within the constructs, unfold as an embodiment of power 
dynamics that are diversely interwoven with compliance considerations. The confluence of 
hierarchical positioning and compliance-related beliefs crystallizes into variances in responses, 
denoting a spectrum of viewpoints that traverse the organizational hierarchy. This spectrum is 
indicative of the divergent ways in which compliance mandates are construed, enacted, and 
navigated within the organizational continuum (supra). 

The distinctiveness in responses between managerial and employee responses serves as a 
significant dimension that renders compliance dynamics multifaceted Lian et al. (2012). This 
dimension augments the scholarly discourse by spotlighting the multifarious manifestations of power 
dynamics and their interface with compliance-related cognitions. By illuminating the spectrum of 
responses that stem from diverse vantage points, the proposed framework underscores the 
interconnection of perspectives and serves the role of power dynamics in shaping the varied 
compliance landscape within the organizational environment (supra). 

The confluence of rewards for compliance and the personal perception of information security 
subtle risks introduces a dual-faceted lens through which motivation and intention are collectively 
examined, Cerasoli et al. (2014). This fusion of dimensions engages in a scholarly discourse that not 
only enriches the existing research framework but also extends our understanding of the particular 
dynamics governing compliance behaviors. The integration of these dimensions embarks upon a 
journey that transcends traditional delineations, unveiling novel insights into the complexities of 
individuals’ motivational dispositions and their subsequent behavioral intentions (supra). 

Rewards, in this academic exploration, evolve into a essential drive that possesses the capacity 
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to amplify the influence of the motivational construct (supra). By resonating with the core tenets of 
behavioral psychology, rewards emerge as catalysts that consolidate the nexus between personal 
attitudes and the expression of behavioral intentions, Li and Hoffman (2023), Balliet et al (2011).  

This interplay illustrates how external stimuli, in the form of rewards, can bridge the gap 
between intrinsic dispositions and the desired trajectory of behaviors, thereby augmenting the 
likelihood of compliance-driven actions, Chiniah and Ghannoo (2023). 

At the same time, the perception of information security risks, a domain often characterised by 
its intangible and complex nature, converges with the constructs of “Employees’ Personal Attitudes” 
and “Individuals as Actors”. This link underscores the relationship between cognitive apprehensions 
and managerial prerogatives, elucidating the manner in which risk perception interacts with personal 
convictions and the regulatory machinery. This interaction accentuates the anticipatory inclinations 
of individuals, catalysed by the interaction between risk perceptions and the influential forces within 
the organisation, Li et al. (2022). 

This above mentioned integration underscores the strength of the reward mechanism in 
leveraging motivational triggers and solidifying behavioral intentions. Concurrently, it sheds light on 
the intricate dynamics of risk perception, where the interwoven threads of personal attitudes and 
managerial enactments create a base of anticipatory inclinations. This dual perspective, harmoniously 
embedded within the proposed model, reframes the discourse on motivation and intention, 
presenting a sophisticated vantage point that emboldens the comprehension of the multidimensional 
of the underpinnings of compliance behaviour with respect to Information Security, Balliet et al 
(2011),  Chiniah and Ghannoo (2023), Li et al. (2022), Liu et al. (2022). 

The proposed extended research model encapsulates the complex interrelations between 
organisational culture, personal attitudes, managerial behaviour, isomorphism, differences in 
responses, rewards for compliance, and the perception of information security risks. This ample web 
of interactions, spanning multiple constructs, elucidates the multidimensional nature of compliance 
behavior within the organisational context, Ukobitz and Faullant  (2022). 

The present model enriches our understanding by navigating the complex relation through 
which internal and external factors, leadership actions, and employee perspectives converge to mold 
compliance dynamics, (supra). 

 
7. Establishing the Scholarly Groundwork 
 
In light of the preceding discourse and the meticulous scrutiny of existing scholarly literature, the 
scholarly groundwork has been established for the formalization of the envisaged model,   as follows, 
Donalds and Barclay (2022), Kennedy (2016), Lowry et al. (2017), Sandhu et al. (2017),  Myyry et al. 
(2013), Niemimaa and Niemimaa (2017), Argawal and Karahanna (2000), Motaung and Sifolo (2023), 
Kacmar et al. (2009), Barron et al. (2015), Lyman and Hammond (2019), Bondarouk and Sikkel (2005), 
Argots and Morin-Spektor (2011), Alshwayat et al. (2021), Costa et al. (2013), Donner (2023), Teejay 
and Mohammad (2023), Alhogail (2015), Chang and Lin (2007), Chen et al. (2015), Knapp et al. (2006), 
Alec Cram et al. (2019), Chatterjee et al. (2015), Chiu (2018), Hong et al. (2023), Razak et al. (2020), 
Barton et al. (2006), Zhang and Hu (2017), Christmann (1977), Zemba et al. (2006), Lian et al. (2012),     
Diefenbach and Sillince (2011), Cerasoli et al. (2014), Li and Hoffman (2023), Balliet et al (2011),  
Chiniah and Ghannoo (2023), Li et al. (2022), Liu et al. (2022). 

This important step of establishing the scholarly groundwork, encompasses the delineation of 
the proposed research model, underscoring the interconnections that weave through the 
organizational variables under scrutiny. Through an integration of theoretical insights and empirical 
understanding, this formalization accentuates the relationships and complex dependencies that 
underlie the dynamics of compliance behavior within the organizational environment, Chiniah and 
Ghannoo (2023), Motaung and Sifolo (2023),  Teejay and Mohammad (2023), Li and Hoffman (2023). 

The contribution of prior reasoning and comprehensive literature review (supra) has permitted 
a scholarly approach to the landscape of interdependencies among organisational variables and the 
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proposed constructs. Within this formalized model, the interaction of organizational culture, 
individual attitudes, managerial behaviors, external influences, and varied perspectives form a 
complex matrix of relationships. This matrix captures the interdependencies between organisational 
variables, but also provides a systematic framework to understand the organizational determinants 
that shape compliance behavior. 

This formalized model represents the very deep nature of organizational dynamics, portraying 
them as a vast scope with the threads of theoretical constructs.  

The model’s articulation serves as a guide for researchers through the complicate matrix of 
organizational variables, in the envisaged future empirical research. 
 
8. Discussion and Hypotheses 
 
8.1 Discussion and scope 
 
In our discussion, we introduce a refined and elaborated conceptual model, crafted with scrupulous 
attention to detail, primed for an empirical investigation. This model, a synthesis of profound 
academic thought, finds its foundation in a harmonized framework.  

This framework has been built to facilitate the eventual empirical endorsement of hypotheses 
which span a spectrum of research paradigms. These hypotheses draw their essence from a rich 
ground of academic contributions, commencing with foundational works such as Yoon and Kim 
(2013) and culminating in contemporary insights, notably those by Ryutov (2023). Through this 
integration of past and present scholarship, our model endeavors to bridge the temporal continuum 
of research, offering a new perspective while honoring the intellectual legacies that have paved the 
way. 

The research hypotheses stand out as meticulously fashioned pieces. These aren't merely the 
outcomes of deep academic reflection; they are also the very tools that prepare the ground for an 
imminent, expansive wave of empirical exploration. Discussing our research findings is serving as 
guiding lights, while these hypotheses elucidate the trajectory of our academic discussion, poised to 
function as foundational supports for upcoming empirical undertakings, both by academics as well as 
from companies and managers. Integrating these hypotheses within our envisioned framework not 
only fosters their in-depth assessment and validation but also provides a comprehensive lens to 
discern the complex filed of relationships that characterize the essence of organizational dynamics. 
Through this synthesis, we endeavor to cultivate a richer comprehension of the vast number of 
interactions and dynamics at play in organizational studies, with each hypothesis acting as a link of 
past wisdom and future inquiry. 

Supported by the insights of Aurigemma (2013), our conceptual model stands out as a resilient 
structure designed for future empirical validation, promoting a more profound journey into academic 
and organizations’ reflection. This model provides a lucid view, enhancing the scrutiny of hypotheses 
by facilitating their rigorous appraisal. Such an evaluative approach sharpens our understanding of 
the dynamics that influence compliance behaviors in organizational settings. Beyond merely serving 
as a tool for validation, the model acts as a bridge, connecting theoretical postulations with empirical 
realities, and offering a deeper dive into the nuances that shape organizational behavior and 
compliance mechanisms. Through this enriched perspective, we are better equipped to go through 
and to comprehend the multifaceted aspects governing organizational environment, with respect to 
compliance and ISP. 

The discussion we present is meticulously crafted, reflecting precision and clarity, aiming to 
pave the way for future empirical investigations. Intertwined with both theoretical insights and the 
vast landscape of existing scholarly works, hypotheses serve as a strong baseline. Esteemed studies, 
including those by Myrry et al. (2013), Costa et al. (2013), lend weight and credibility to our 
discussion’s foundational significance. As we delve further into this scholarly literature, our 
hypotheses draw attention to distinct interrelationships and patterns that are demonstrated from 
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extant literature and could benefit academic discourse as well as the organisational business field. By 
positioning these hypotheses as the core of our discussion, we design a structured roadmap for future 
empirical endeavors, allowing for a deeper exploration of the complex interrelations that exist among 
current research themes within organizational frameworks.  

Emphasizing the rigorous construction of these hypotheses accentuates our steadfast dedication 
to methodological precision and the unyielding quest for empirical wisdom.  

This commitment finds resonance in the contributions of scholars like Gundu (2019), Hu et al. 
(2012), Aurigemma and Mattson (2017), West (2008), and the insights of Alahmari and Duncan 
(2020). 
 
8.2 Hypotheses discussion 
 
H1: There is positive relation between organizational culture and the perception of the 
importance of enforcing ISP. 

The first hypothesis postulates a positive relationship between organizational culture and the 
perception of the importance of Information Security Policy (ISP). This proposition is grounded in 
the fundamental notion that an organization’s culture exercises a great influence on employees’ 
attitudes, behaviors, and perceptions. Moreover, a strong organizational culture serves as a defining 
element that shapes the prevailing norms, values, and expectations within the organizational 
environment, Büschgens et al. (2023). 

Organizational culture is a combination of shared beliefs, values, and behaviors that collectively 
contribute to define the organization’s identity. It serves as a powerful reference against which 
employees evaluate their roles, responsibilities, and the significance of compliance-related efforts. 
The varied aspects of an organization’s culture, while leading to a culture of compliance, explicitly 
and implicitly communicate the priorities and the expectations that resonate across all levels of the 
organization, Dhillon et al. (2016). 

In this context, the hypothesis stands that a positive relationship exists between organizational 
culture and the perception of the importance of enforcing ISP. When an organizational culture 
emphasizes the value of information security, it automatically  communicates a commitment and 
affirming a culture of compliance. Employees who are part of this culture tend to see the ISP 
implementation as important, shaping their views on cultural elements. 

This argument draws support from extant research that has consistently underscored the 
central role of organizational culture in influencing employees’ compliance-related attitudes and 
behaviors.  

When a company’s culture really focuses on security, it creates a workplace where security is a 
natural part of work, not just an afterthought. This kind of organizational culture makes everyone 
feel responsible for keeping things safe and highlights how crucial it is to follow ISP to protect the 
company, as mentioned by Davis et al. (2023). 

The first hypothesis postulates a coherent and plausible assertion. It stems from the premise 
that organizational culture serves as a contextual backdrop that influences individuals’ perceptions 
and attitudes, thereby influencing their views on the importance of enforcing ISP. Empirical 
examination of this hypothesis stands to contribute valuable insights into the intricate nexus between 
organizational culture and the prominence attributed to enforcing ISP within the organizational 
setting, Costa et al. (2013), Ifinedo (2014), Bulgurcu et al. (2010), Ryutov (2023). 

H2: There is positive relation between organizational culture and personal attitudes. 
The second hypothesis posits a positive relationship between organizational culture and 

individuals’ personal attitudes towards compliance. This assertion is founded upon the premise that 
an organization’s culture plays a core role in shaping employees’ beliefs, values, and perspectives, 
thereby extending its influence to their attitudes towards compliance-related matters Dhillon et al. 
(2016). 

Organizational culture, as a pervasive force, imbues the workplace with shared norms, values, 
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and expectations that collectively form the cultural environment. This cultural backdrop often 
contributes in molding individuals’ cognitive frameworks and guides their evaluative thinking when 
it comes to various aspects of organizational behavior, including compliance. Organizations with 
strong compliance-oriented cultures tend to instill a sense of duty, responsibility, and adherence to 
established guidelines within their employees, Moody et al. (2018), Cury (2005), Obganufe and Ge 
(2023). 

Drawing from this foundation, the hypothesis postulates that a positive association exists 
between organizational culture and personal attitudes towards compliance. When organizational 
culture places a premium on compliance, it sends a clear signal that adhering to regulations and 
policies is a priority. Employees enveloped in such a culture internalize these cues, leading to the 
cultivation of positive attitudes towards compliance, Pattnaik et al. ((2023), Chen et al. (2018). They 
perceive compliance not merely as an external mandate, but as an integral element of their 
professional identity within the organizational context. 

This proposition aligns with the broader theoretical understanding of organizational 
socialization and cultural alignment. As employees integrate into an organization, they internalize 
the prevailing cultural norms and adapt their behaviors to align with these norms. This process 
extends to compliance-related attitudes, where employees internalize the cultural emphasis on 
adhering to rules and regulations, thus fostering positive attitudes towards compliance. 

Empirical research and scholarly literature furnish support for this hypothesis, revealing that 
organizational culture significantly impacts employees’ attitudes and behaviors, Dewies et al. (2021), 
Ajzen and Fishbein (1980), Fishbein and Ajzen (1975), Kacmar et al. (2009), Aurigemma and Mattson 
(2017), Papadaki and Furnell (2010), Cuganesan et al. (2018).  

Organizations with compliance-centric cultures tend to experience higher levels of 
commitment to rules, a sense of ethical obligation, and a proactive approach to meeting regulatory 
demands, Hu et al. (2012). These facets echo the influence of organisational culture in shaping 
individual perceptions and attitudes, Azhar et al. (2023). 

The second hypothesis stands as a cogent proposition within the proposed model. By anchoring 
the argument in the theoretical intersections of organisational culture and individual attitudes, this 
hypothesis offers an avenue for empirical investigation into the interplay between cultural 
orientations and personal attitudes towards compliance. 

H3: There is an inverse relationship between the organisational culture about 
Compliance and ISP and the perception of Compliance as simply an administrative tasks. 

The third hypothesis states an inverse relationship between the organizational culture about 
compliance (ISP) and the perception of compliance as simply administrative tasks. This assertion digs 
into the relationship between the prevailing organisational culture, which encompasses attitudes and 
values towards compliance, and the way in which compliance is perceived by employees, Li et al. 
(2021). 

Organisational culture, as a combination of shared values, norms, and behaviors, establishes an 
important baseline that influence employees’ perceptions of various organisational aspects, including 
the efforts put into compliance. A culture that places a strong emphasis on compliance as a 
fundamental component of its identity reinforces the significance of adhering to regulations, viewing 
compliance as a strategic matter rather than a typical bureaucratic tasks, Chen et al. (2021). 

In line with the hypothesis, an inverse relationship is stated. When organisations push an 
environment where compliance is perceived primarily as an administrative task, it potentially reflects 
a culture that does not prioritise the importance of compliance itself.  

Employees operating within such a culture may perceive compliance-related activities as 
obligatory checkboxes voided of significance.  

In contrast, organisational cultures that integrate compliance as a core element of their identity 
tend to communicate the critical role of following the rules as a means to safeguard the organisation’s 
interests and integrity. 

The theoretical foundations of this hypothesis draw from the broader literature on 
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Organisational Culture, Devi et al. (2023), Alshwaiat et al. (2021), Büschgens et al. (2013),  Tejay and 
Mohammed (2023), Alhogail (2015), Chang and Lin (2007), Chen et al. (2015), da Veiga and Martins 
(2015), Knapp et al. (2006), Alhogail and Mirza (2014), Rocha-Flores and Ekstedt(2016), da Veiga et al. 
(2020), Zambia et al. (2006), Hu et al. (2012), Dhillon et al. (2016), Alshaikh (2020); on Compliance Ali 
et al. (2021), Sulaiman (2022), Alraja et al. (2023), Hina et al. (2019), Donalds and Barclay (2022), 
Herath and Rao (2009a,b), Ifinedo (2014), Balozian and Leidner (2017), Alec Cram et al. (2019), Li and 
Hoffman (2023), Ryutov (2023), Aurigemma (2013), Moody et al. (2018), Hong and Furnell (2022), 
Merhi and Ahluwalia (2023); and on Employee Motivation, Hine et al. (2019), Lee et al. (2023), Chiu 
(2018), Cerasoli and Ford (2014), Cerasoli et al. (2014), Obganufe (2023), Meso et al. (2013), Bauer and 
Bernroider (2015). 

Empirical support for this hypothesis can be found in studies that investigate the impact of 
organisational culture on employees’ attitudes and behaviours, Chang and Lin (2007), Bulgurcu et al. 
(2010), Myyry et al. (2013), Meso et al. (2013), Bauer and Bernroider (2015), Yoon and Kim (2013), Costa 
et al. (2013), Ifinedo (2014), Alzahrani (2021), Ryutov (2023). 

Organisational cultures that underscore the strategic significance of compliance have been 
shown to facilitate greater commitment to regulatory adherence and ethical conduct. On the 
contrary, cultures that marginalise compliance may inadvertently encourage a perception of it as an 
administrative obligation. 

The third hypothesis can be considered well grounded into theory, presenting an interesting 
notion to be included into present research and into the academic discourse. By outlining an inverse 
connection between organisational culture and the perception of compliance as mere administrative 
duties, this hypothesis contributes to a better understanding of how cultural orientations influence 
employees’ perception of tasks related to compliance. 

H4: There is a positive relationship between the perception of managers’ behavior 
regarding Compliance and the behavioral isomorphism (convergence) of other employees. 

The fourth hypothesis advances the proposition of a positive relationship between the 
perception of managers’ behavior concerning compliance and the behavioral isomorphism, or 
convergence, among other employees within the organization. This hypothesis delves into the 
numerous dynamics of managerial conduct and its potential to influence the behavioral alignment of 
the broader employee base, Laslo-Roth and Schmidt-Barad (2021), Razak et al. (2020), Barton et al. 
(2016), Mees (2017). 

The perception of managers’ behavior holds a significant sway over how employees interpret 
and model their own behaviors, Jensen (2023). Managers, often regarded as exemplars of 
organizational conduct, serve as influential figures whose actions carry substantial weight. When 
managers consistently demonstrate compliance-oriented behavior, their actions communicate a tacit 
endorsement of the organization’s values and norms, including those related to compliance Zhang 
and Hu (2017), Ganga Contreras et al. (2017). 

In alignment with the hypothesis, it is postulated that a positive relationship exists between the 
perception of managers’ behavior regarding compliance and the degree of behavioral isomorphism or 
convergence among other employees. In other words, employees are more likely to emulate the 
behaviors exhibited by their managers, particularly when those behaviors are perceived as endorsing 
compliance. This influence extends beyond the  simple example and aligns with the theoretical 
notion of behavioral isomorphism, where individuals adopt similar behaviors due to the perceived 
legitimacy and efficacy of those behaviors,  Sullivan et al. (2023), Sommerstadt et al. (2014),  [132]. 

This argument is grounded in organizational theory, Ajzen (1985), DiMaggio and Powell (1991), 
Liu et al. (2023), Boxenbaum and Jonsson (2017), Iliya Nyahas et al. (2017) and the established concept 
of behavioral isomorphism, the proper phenomenon also regarded as institutional isomorphism, as in 
Bihari and Shajahan (2023), Ahyaruddin et al. (2023), Lai et al. (2006) and in Amoako et al. (2021). 
The hypothesis draws from the understanding that employees tend to observe and mirror the 
behaviors of authoritative figures, such as managers, CEOs, directors, in an attempt to navigate their 
roles and align with organizational expectations and norms. Consequently, when managers exhibit 
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compliance-centric behavior, employees are more likely to internalize these actions and integrate 
them into their own conduct, fostering a sense of behavioral isomorphism, Setyorini (2012), Khatib 
and Barki (2022). 

Scholar research supports this hypothesis as it can be observed in studies that explore the 
influence of managerial behavior on employee conduct and the diffusion of organizational norms 
Siponene et al. (2022), Merhi et al. (2019), Nasirpouri Shadbad and Biros (2021). 

 Organizational research has consistently highlighted the role of leadership behavior as a 
catalyst for shaping employee attitudes and behaviors, Krajnovic (2018). Moreover, studies 
investigating behavioral isomorphism have underscored how employees’ perceptions of managers’ 
behaviors are correlated with their own behavioral emulation, Freeman (2007),  Manville and 
Greatbanks (2023). 

We can observe that the robust conceptual framework proves the fourth hypothesis introducing 
a challenging proposition into the academic discourse, accentuating the principal influence of 
managerial behavior on shaping organizational behaviors Wulaningrum (2020). By postulating this 
positive relationship between the perception of managers’ compliance-oriented conduct and the 
behavioral isomorphism among employees, this theoretical hypothesis offers a lens through which 
the intricate interplay between leadership actions and employee behavior is expounded. Eventual 
empirical validation of this hypothesis holds the promise of unveiling the complex mechanisms that 
drive the diffusion of compliance-related behaviors within the organizational environment. 

H5: There is a positive relationship between the organizational role about ISP and 
compliant behavior. 

The present fifth hypothesis postulates a positive correlation between the organizational role 
regarding Information Security Policy (ISP) and compliant behavior within the organizational 
context, Sanson and Courpasson (2022), Leering et al. (2022), Pradhan (2019). This assertion digs 
deep into the complex interconnection between assigned roles of individuals within the organization 
and their subsequent adherence to ISP, shedding light on the interaction between organizational 
expectations and individual actions, as argued in several research studies as, Warkentin and Willison 
(2009), Alaska et al. (2015), Hagger et al. (2022), Alhogail (2015), Vroom and Von Solms (2004), Lebek 
et al. (2014), Chatterjee et al. (2015), Obganufe (2023), Alshaikh (2020), Aggarwal and Dhurkari (2023). 

The organizational role embodies the responsibilities, duties, and functions assigned to 
individuals within the organizational structure Khatib and Barki (2020). It serves as a framework that 
delineates the scope of an individual’s professional engagement and the tasks they are expected to 
perform. This hypothesis centers on the notion that individuals’ roles within the organization exert a 
tangible influence on their behaviors, particularly when it comes to compliance with ISP , Alraja et al. 
(2023), Lee et al. (2023). 

The proposition argues that a positive relationship exists between the organizational role 
related to ISP and compliant behavior. Individuals occupying roles that explicitly encompass 
information security responsibilities are more inclined to demonstrate compliant behavior.  

This alignment can be attributed to the nature of their roles, which inherently necessitate a 
heightened awareness of and commitment to ISP, Bansal et al. (2021). 

The theoretical foundation of this hypothesis can be traced to the concept of role theory and 
organisational role expectations, Crosby (1999), Leering et al. (2022), Frank and Kohn (2023), Castilla 
and Ranganathan (2020). Role theory suggests that individuals adhere to behaviours that are 
congruent with the roles they occupy, driven by the expectations associated with those roles, Bandura 
(1977), Bandura (1997), Eccles and Wigfield (2020).  

Within an organisational context, this theory implies that individuals fulfilling roles involving 
ISP-related functions are more likely to exhibit behaviours that align with compliance expectations 
(supra). 

Scholarly research support for this hypothesis can be gleaned from studies that investigate the 
correlation between organisational roles and compliance behaviors, D’Arcy and Lowry (2019), Guhr et 
al. (2019). Research has shown that individuals who are designated as custodians of information 
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security, such as IT administrators or compliance officers, tend to exhibit more conscientious and 
compliant behavior due to the nature of their roles, Celis (2018). 

These roles inherently carry a responsibility for safeguarding sensitive data and maintaining 
information security, which reinforces their adherence to ISP, Obganufe (2023). 

The confirmed positive correlation asserted in the fifth hypothesis between the organizational 
role concerning ISP and compliant behavior, underscores the impact of role expectations on 
individuals’ decisions pertaining one’s behavior, Hadasch et al. (2016). 

By situating this hypothesis within the theoretical framework of role theory, it elucidates how 
organizational roles serve as mechanisms that engender compliance behaviors, Sillic (2019), 
Lockwood and Kunda (1997).  

Future empirical exploration of this conceptually confirmed hypothesis stands to contribute 
valuable insights into the dynamic relationship between organizational roles and compliance 
conduct, further enriching our understanding of the interaction between individual roles and the 
broader organizational compliance landscape (supra). 

H6: Organizational behavior of managers and executives are perceived as a driving force 
influencing others to comply with ISP. 

The behavior displayed by managers and executives in the organization is widely perceived as a 
significant factor that influences others to conform to Information Security Policy (ISP). This 
assertion highlights the substantial role that leadership behavior plays in shaping the compliance 
behaviors of the broader workforce and aligning their actions with the stipulated information 
security guidelines, Chiu (2018), Castilla and Ranganathan (2020), Edge et al. (2023). 

Leadership within the organizational context encompasses the conduct, attitudes, and actions 
exhibited by managers and executives occupying influential positions. Their behavior serves as a 
visible and influential point of reference for employees across various levels. This proposition 
emphasizes that the actions of these leaders act as a powerful mechanism that molds the prevailing 
organizational culture with respect to compliance, effectively communicating the organizational 
emphasis on information security practices, Topa and Karida (2023). 

The fundament of this assertion lies in the recognition that managers and executives are 
regarded as exemplars whose behaviors extend beyond their immediate functional responsibilities. 
When these leaders actively embrace and endorse ISP, their actions send a strong message about the 
organizational value placed on information security. Employees, influenced by their leaders, are more 
likely to emulate these behaviors, thus leading to the cultivation of a culture where compliance 
becomes an integral part of the organizational ethos rather than just a requirement, Arellano-Gault 
and del Castillo (2023). 

The theoretical foundations of this assertion can be traced back to theories of leadership and 
social learning, Hafez et al. (2022), Amir et al. (2022), Keller and Kokkinis (2022),  Donalds and 
Barklay (2022), Alzahrani (2021).  

The transformational leadership theory underscores leaders’ capacity to inspire and motivate 
through their behavior, fostering higher commitment and performance levels among employees, Lin 
(2023). The theory posits that individuals acquire behaviors through observation and imitation of 
influential figures, such as leaders. Therefore, leaders who consistently display behavior aligned with 
compliance are more likely to foster a culture where information security practices are ingrained. 

Empirical support for this assertion can be found in research that examines the link between 
leadership behavior and employee compliance. Studies consistently demonstrate that leaders who 
actively participate in and endorse compliance-related activities tend to create a culture of adherence 
among their subordinates. Furthermore, the impact of leadership behavior on organizational culture 
is widely acknowledged, with leadership practices influencing the collective mindset and behaviors of 
the workforce, Lord et al. (2017),  Nani and Safitri (2021). 

We can therefore assume that the assertion that the behavior of managers and executives plays 
in influencing compliance behaviors within an organization. By positioning this assertion within the 
theoretical frameworks of leadership and social learning, it underscores the crucial connection 
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between leadership behavior and the establishment of compliance-oriented organizational cultures, 
Xue et al. (2020). Empirical exploration of this assertion holds the promise of yielding valuable 
insights into the profound influence of leadership behavior on the compliance landscape and the 
broader implications for organizational information security practices. 

H7: Responses from managers and executives are different from those of the employees. 
Within the context of Information Security Compliance, a significant phenomenon emerges 

wherein discernible contrasts in responses manifest between managerial and executive echelons in 
comparison to those observed among employees. This noteworthy occurrence encapsulates the 
distinct ways in which individuals occupying different strata within the organizational hierarchy 
perceive and react to matters entailing compliance in the realm of information security. This dynamic 
contrast in responses is inherently rooted in the diverse roles, responsibilities, and vantage points 
that characterise these diverse environment,Detert and Burris (2007). 

The dissimilarities in responses between managerial and executive tiers, on one hand, and 
employees, on the other, are underpinned by the unique functional roles and perspectives that each 
group occupies within the organizational framework. Managers and executives, occupying positions 
of leadership, decision-making, and strategic guidance, inherently possess a more panoramic view of 
compliance considerations in relation to information security. Their responses tend to encompass a 
broader spectrum of concerns, such as strategic alignment, risk mitigation, and the overarching 
organizational landscape, Carpenter et al. (2004). 

In direct contrast, employees’ responses emanate from their operational roles, which tend to be 
more task-oriented and aligned with the immediate execution of day-to-day functions. This inherent 
dichotomy in perspectives begets varied attitudes and behavioral tendencies with regards to 
information security compliance. While managers and executives may prioritize the congruence 
between compliance efforts and strategic objectives, employees often tend to be more influenced by 
factors like the practicality of task completion, convenience, and perceived operational efficiency, 
Mishra and Chakraborty (2021). 

This phenomenon is substantiated by empirical investigations that underscore the distinct 
cognitive frameworks through which managerial and employee groups evaluate compliance-related 
issues, Chakraborty et al. (2021). Empirical research highlights that managers and executives tend to 
assess compliance matters from a strategic standpoint, considering their potential impact on factors 
like the organization’s reputation, legal ramifications, and industry benchmarks (supra). Conversely, 
employees’ responses are often molded by considerations more closely tied to immediate task 
execution and the perceived effect of compliance on their day-to-day responsibilities, Mishra and 
Chakraborty (2021), Chakraborty et al. (2021). 

The implications of these discernible responses are far-reaching and possess ramifications for 
cultivating a robust culture of information security compliance within organizations. Managers and 
executives, acting as prime catalysts, exert considerable influence in setting compliance expectations 
and fostering a culture of vigilance, Najrani (2016). Their responses become instrumental in shaping 
the broader organizational sentiment surrounding compliance. On the other hand, employees, as the 
operational front-line, contribute significantly to the collective compliance landscape through their 
day-to-day actions and attitudes. 

We can assume, at this point, that the conspicuous divergence in responses witnessed between 
managerial and executive tiers, and the workforce at large, within the precincts of Information 
Security Compliance, draws attention to the intricacies that disparate hierarchical levels introduce 
into compliance dynamics, Cai et al (2023). This interaction between roles, perspectives, and 
organizational actions accentuates the complex balance that must be maintained when addressing 
compliance attitudes and behaviors.  

The empirical substantiation of this divergence reinforces the need for tailored strategies that 
take into account the distinctive viewpoints and priorities of different cohorts within the 
organization, Zhu et al (2023). 

H8: Intention to compliant behavior is positively associated to managers’ intention. 
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The correlation between the inclination towards compliant behavior and the intentions of 
managers presents a salient relationship worthy of examination within the domain of organizational 
dynamics. This assertion underscores the interconnectedness between the willingness to adhere to 
regulatory norms and the strategic intentions harbored by managerial personnel. This mutual linkage 
encapsulates a realm of organizational behavior that traverses beyond the individual sphere, 
warranting scholarly exploration, Egorov et al. (2020). 

The assertion posits that an individual’s intention to exhibit compliant behavior is favorably 
aligned with the intentions emanating from managers. This implies that when managers exhibit a 
proclivity towards adherence to compliance measures, their actions inadvertently contribute to 
fostering an environment conducive to compliant behavior among their subordinates. In essence, the 
managers’ intentional commitment towards compliance initiatives serves as an influential 
determinant that influences the subordinates’ own intentions to adhere to the stipulated regulations 
and protocols, Kalshoven and Taylor (2018). 

This relationship finds resonance in extant literature on leadership influence and social learning 
within organizational settings. Research suggests that managerial behavior serves as a prominent 
source of guidance and emulation for employees, thereby shaping their attitudes and behavioral 
intentions. When managers prioritize and endorse compliance through their actions, it 
communicates a strong message regarding the significance accorded to adherence to regulatory 
frameworks, Pircher Verdorfer and Peus (2020). 

Theoretical perspectives such as the Theory of Planned Behavior, underscore the role of 
intentions in driving behavior, Ajzen and Fishbein (1980), Ajzen (1991), Ajzen and Albarracin (2007), 
Fishbein and Ajzen (1975). In this context, managers’ intentions to comply act as catalysts that can 
stimulate similar intentions among employees. This alignment of intentions contributes to the 
establishment of a coherent and synchronized compliance culture within the organizational 
environment, Azhar et al. (2023). 

Empirical support for this assertion can be found in studies that examine the relationship 
between leadership behaviors and employee compliance, Yoon and Kim (2013). Literature on 
transformational leadership, ethical leadership, and role modeling affirms that the conduct of 
managers significantly influences employees’ behavioral inclinations. When managers exemplify a 
commitment to compliance, employees are more likely to mirror these intentions in their own 
conduct, Sue et al. (2020). 

We can then assert that the eighth substantiated proposition, which underscores the positive 
correlation between the inclination to demonstrate compliant behavior and the intentions of 
managers, sheds light on a crucial aspect of organizational behavior Den Hartog (2015). This interplay 
between managerial intentions and employee compliance aspirations underscores the central role 
that managerial conduct plays in shaping the compliance landscape within organizations. The 
theoretical underpinnings of this relationship align with established notions of leadership influence 
and intention-based behavior, further endorsing the significance of managerial intentions in fostering 
a culture of compliance, Cai et al. (2023), Alzharani (2020). 

H9: Intention to compliant behavior is positively associated to reward for compliant 
behavior. 

The assertion that a positive linkage exists between the intention to engage in compliant 
behavior and the availability of rewards for such behavior represents a concept of substantive interest 
within the realm of organizational behavior and compliance studies, Li and Hoffman (2023), Chiniah 
and Gannoo (2023), Li et al. (2022), Khatib and Barki (2022), Brooks et al. (2023).  

This notion underscores a relationship that revolves around the interplay between an 
individual’s intention to adhere to regulatory norms and the presence of incentives or rewards as 
potential catalysts for encouraging compliance. This relationship delves into the domain of 
motivational dynamics and organizational governance, warranting thorough academic examination. 

The assertion suggests that individuals who possess an intent to conform to compliance 
standards can potentially be swayed by the possibility of obtaining rewards for their adherence to 
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compliant conduct. This implies that the presence of incentives, either in the form of tangible 
rewards or non-monetary recognition, can significantly impact individuals’ intentions to align their 
actions with established regulatory frameworks. In essence, the anticipation of rewards is postulated 
to serve as an enhancer that reinforces the intention to exhibit compliant behaviour. 

This relationship draws theoretical support from concepts of behavioral motivation and 
reinforcement theory, Han (2022), Khatib and Barki (2022), Chiniah and Gannoo (2023). 

 According to reinforcement theory, behaviors that are followed by rewards are more likely to 
be repeated, Belmondo and Sargis-Roussel (2023). Therefore, the alignment of individuals’ 
compliance intentions with the anticipation of rewards offers an avenue for organizations to harness 
positive reinforcement mechanisms that can bolster adherence to compliance standards. 

Empirical studies substantiate this proposition by revealing that reward systems play a vital role 
in influencing compliance behavior. Research on organizational behavior has consistently 
demonstrated that rewards, whether tangible or intangible, can act as potent drivers of employee 
conduct, Hwang et al. (2021), Wang et al. (2022). Organizations that incorporate effective reward 
structures into their compliance programs tend to observe higher levels of adherence among 
employees, as the anticipation of rewards encourages individuals to actively engage in compliant 
actions. 

Moreover, the cognitive aspect of this relationship is rooted in the perception of a reciprocal 
exchange between individual effort and organizational recognition Angraini et al. (2022). Empirical 
evidences confirm that employees who perceive that their compliant behavior is acknowledged and 
rewarded, are more likely to view their adherence to regulatory norms as a valuable contribution to 
the organization, Thangavelu et al (2021). This sense of reciprocity cultivates a positive organizational 
climate wherein individuals are motivated to align their intentions with the pursuit of compliance, 
Wilson and McDonald (2023). 

At this point, it is plausible to infer that the assertion posited by the ninth hypothesis, 
establishing a positive correlation between the intent to participate in compliant behavior and the 
presence of incentives, is firmly substantiated and merits inclusion within the model.  

This assertion underscores a notable interplay between motivational dynamics and the 
adherence to regulatory requirements. This relationship resonates with cited theories and referenced 
empirical evidence that showcases the impact of reward systems on employee behavior.  

By acknowledging the central role of rewards in shaping compliance intentions, organizations 
can strategically utilize motivation-enhancing mechanisms to foster a culture of adherence to 
regulatory standards. 

H10: Motivation to compliance is positively associated to organizational culture. 
The tenth hypothesis postulates a positive linkage between the motivation to comply with 

regulatory measures and the prevailing organizational culture within a given organizational context. 
This proposition introduces an avenue of inquiry that holds substantive significance in understanding 
the interplay of motivational dynamics and the overarching cultural fabric, thereby warranting 
comprehensive academic exploration, Hafeez et al. (2022),  Keller and Kokkinis (2022), Chakraborty 
et al. (2021). 

At the heart of this hypothesis lies the notion that individuals’ impetus to conform to 
compliance norms is harmoniously intertwined with the pervasive organizational culture that 
envelops the operational milieu. In essence, an organizational culture that inherently values and 
champions compliance is purported to wield a considerable influence in bolstering individuals’ 
inherent motivation to adhere to stipulated regulatory mandates, Chiu (2018),   Cerasoli and Ford 
(2014), Ogbanufe (2023), Meso et al. (2013), Bauer and Bernroider (2015), Edeh et al. (2023). 

The foundation of this assertion draws theoretical support from established psychological 
theories of motivation and organizational behavior. Within a culture that consistently underscores 
the key role of compliance, individuals are anticipated to perceive compliance as an intrinsic 
component of their professional identity. 

Empirical substantiation lends credence to this hypothesized relationship, revealing that 
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organizational cultures underpinned by a resolute commitment to compliance tend to cultivate 
higher levels of employee dedication to regulatory adherence. Research investigations into ethical 
organizational cultures corroborate that individuals who identify resonance between their own values 
and those upheld by the organizational culture are more likely to manifest behaviors that resonate 
with the overarching ethics AlGhamboosi et al. (2023), Sharma and Aparicio (2022). 

Furthermore, this nexus between motivation and organizational culture assumes a bidirectional 
dynamic. While an organizational culture that champions compliance can indeed augment 
individuals’ motivation, motivated individuals can reciprocally contribute to nurturing and 
perpetuating an organizational culture that firmly esteems compliance. Individuals who are 
intrinsically motivated to conform to regulatory norms are poised to function as advocates and 
exemplars, thereby fostering an environment where regulatory adherence becomes synonymous with 
the organizational identity. 

The tenth hypothesis, elucidating a positive linkage between motivation to comply and 
organizational culture, serves as a substantive way of inquiry within the realm of organizational 
behavior. This dynamic is congruent with well-established psychological theories of motivation and is 
reinforced by empirical evidence, Hafeez et al. (2022), Keller and Kokkinis (2022), Chakraborty et al. 
(2021).  

By acknowledging the strong relationship between motivation, Chiu (2018), Cerasoli and Ford 
(2014), Ogbanufe (2023), Meso et al. (2013), Bauer and Bernroider (2015), and organizational culture, 
Alshwayat et al. (2021), Büschgens et al (2013), Tejay and Mohammed (2023), organizations stand to 
harness this dynamic for cultivating a culture of compliance that derives its vigor from individuals’ 
intrinsic dedication to regulatory adherence, as also confirmed in Sharma and Aparicio (2022). 

H11: Motivation to compliance is positively associated to managers’ behavior. 
The eleventh hypothesis delineates a constructive and meaningful connection that links the 

motivation of individuals to uphold compliance standards with the observable behaviors exhibited by 
managers operating within the organizational environment, Chiu (2018).  

This assertion introduces a new avenue of inquiry that holds profound implications for delving 
into the complex and nuanced interactions between motivational forces and the actions 
demonstrated by managerial entities. This hypothesis beckons for a comprehensive academic 
exploration that ventures into the depths of this delicate relationship, Bakhshandeh et al. (2023). 

At the heart of this hypothesized relationship lies a fundamental proposition – the motivation of 
individuals to align with established regulatory norms is intricately intertwined with the behaviors 
exemplified by managerial personnel, Castilla and Ranganathan (2020),  Keller and Kokkinis (2022), 
Sue et al. (2020).  

In essence, the eleventh hypothesis postulates that when managers display behaviors that not 
only prioritize but also actively endorse compliance with regulations, the ripple effect is expected to 
resonate with the intrinsic motivation of individuals to adhere to the prescribed regulatory 
framework. 

This hypothesis serves as an intriguing focal point for scholarly investigation, as it delves into 
the potential synergies between managerial conduct and individual motivation within the 
compliance landscape. As the research journey unfolds, this proposition guides the exploration into 
how managerial actions can shape the organizational climate, impacting individuals’ perceptions and 
intentions towards regulatory adherence. By shedding light on this relationship, the hypothesis 
contributes to an enhanced understanding of the complex interplay between organizational actors, 
motivational dynamics, and compliance behaviors. 

The foundation of this assertion derives theoretical backing from established theories of 
organizational behavior and leadership, Amir et al. (2022), Kalshoven and Taylor (2018), Azhar et al. 
(2023), Den Hartog (2015), Bakhshandeh et al. (2023).  

Transformational leadership, for instance, posits that leaders who inspire and motivate their 
subordinates through their actions are likely to influence followers’ attitudes and behaviors Lawrason 
et al. (2023).  
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In this context, managers’ behaviors that underscore the importance of compliance serve as a 
means of communicating organizational values, thereby potentially enhancing individuals’ 
motivation to align their actions with regulatory requirements, Wu et al. (2023). 

Empirical validation lends credence to this postulated relationship, revealing that managers 
who actively endorse and prioritize compliance through their conduct tend to stimulate higher levels 
of commitment among employees towards regulatory adherence, Sharma and Aparicio (2022), 
(supra).  

Research investigations into ethical leadership corroborate that employees who perceive their 
managers as role models for ethical behavior are more inclined to emulate such behavior themselves, 
Al Halbusi et al. (2023). 

Furthermore, the dynamic between motivation and managers’ behavior exhibits a bidirectional 
interaction. While managers’ behaviors that accentuate compliance can indeed enhance individuals’ 
motivation, motivated individuals can reciprocally contribute to shaping managerial behaviors that 
champion compliance. Employees who are intrinsically motivated to adhere to regulatory norms are 
poised to set an example for their colleagues and managers, thereby fostering an environment where 
compliance is deemed a shared organizational value. 

The proposed elenth hypothesis, highlighting a positive nexus between motivation to comply 
and managers’ behavior, serves as a noteworthy area of inquiry within the domain of organizational 
behavior. This dynamic aligns with established theories of leadership influence and is substantiated 
by empirical evidence, Burns et al. (2017), Kweon et al. (2021).  

By recognizing and harnessing the interplay between motivation and managers’ behavior, 
organizations can strategically leverage this relationship to cultivate a culture of compliance that is 
grounded in individuals’ intrinsic commitment to regulatory adherence. 

The graphical representation of proposed model is drawn in Figure 1. 
 

 
 
Figure 1. Proposed model of investigation, with connection to previously published model 
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Table 1. Relation between Hypothesis and Constructs 
 

Hypotheses Type of Relationship Constructs 
Hypotheses 1 and 2 Belong to Organizational Culture 
Hypotheses 3 and 4 Belong to Attitude
Hypotheses 5, 6 and 7 Belong to Actors
Hypotheses 8 and 9 Belong to Intention 
Hypotheses 10 and 11 Belong to Motivation 

 
9. Conclusions and Future Research Work 
 
The arguments posited within this paper are anchored in a robust foundation of pre-existing research 
findings, encompassing both theoretical underpinnings and empirical investigations.  

The current paper serves as a further development and enhancement of the existing body of 
research, building upon the insights gleaned from prior scholarly results. 

Novelty. Although the paper relies on pre-existing research findings, it introduces the novelty 
of conglomerate a new scheme for investigation into compliance, organisational behaviour and 
information security, that had never been tested before. This could mean that novel viewpoints might 
not have been adequately considered in past research, especially those investigating the 
organiziational variable such as Organizational Culture, Personal Attitudes, (organisational) Actors, 
Intention and Motivation as a single model.  

This enriched framework delves deeper into the relationships among the mentioned constructs 
and research hypotheses, offering a broader insight, available for further investigation, into the 
dynamics governing compliance behaviour within organisations. 

In this context, the scholarly discourse embraced by this paper finds support within the broader 
academic landscape. The paper’s assertions and contentions rest upon a well-established scaffolding 
of prior research findings and arguments, which have contributed to the formation of the present 
substantive framework for understanding the subject matter at hand. These antecedent studies, 
spanning theoretical explorations and empirical examinations, have collectively furnished the 
groundwork upon which the present paper builds. 

The theoretical framework (the model) into this paper draws upon the reservoir of insights 
accumulated from prior theoretical frameworks. It signifies a refinement and expansion of the 
existing theoretical paradigms, as delineated by the cited references, signifying an intellectual 
evolution that enriches the discourse.  

By situating itself within the continuum of scholarly exploration, this paper aligns with and 
contributes to the ongoing academic conversation, resonating with established themes and 
progressing the discourse forward. 

Furthermore, the eventual empirical dimension of this paper finds resonance in the empirical 
investigations undertaken by scholars in past research efforts. The references point to empirical 
findings that have probed into the subject matter, paving the way for the present paper’s endeavor to 
deepen and broaden the empirical understanding of the phenomenon under scrutiny.  
 
10. Broader Scope 
 
Through the integration of these prior empirical insights, this paper seeks to amplify the depth and 
comprehensiveness of the scholarly understanding, thereby advancing the collective body of 
empirical knowledge. 

In conclusion, the arguments and the model presented within this paper draw sustenance from 
a strong scholarly foundation, encompassing both theoretical and empirical dimensions. The paper’s 
contribution lies in its role as an extension and refinement of the existing research landscape, 
proposing a new model, accentuating the evolution of ideas within the field and contributing to the 
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ongoing academic exploration. 
The theoretical framework built within this study forms the basis for hypotheses that warrant 

empirical confirmation to establish their empirical validity.  
The transition from theoretical constructs to empirical validation follows a logical sequence, 

serving as an essential step in substantiating the stated propositions. 
As we embarked on the effort of investigation, these hypotheses will serve as the lenses through 

which we will be able to examine real-world data, eventually seeking to establish meaningful 
associations and draw conclusions that contribute to the broader academic arguments.  

This envisaged progression from theory to empirical confirmation will mark a significant phase 
in the research process, enabling the bridge between conceptual constructs and empirical 
observations. 

 
11. Limitations 
 
The purpose of this study is to lay the groundwork for a future empirical investigation by establishing 
the theoretical foundations. To substantiate the proposed hypotheses, it is essential to gather 
empirical evidence. Hence, there is a requirement for conducting an empirical examination to assess 
the assumptions introduced in this study. 

Given that this study is primarily concerned with theoretical elaboration, it naturally paves the 
way for subsequent empirical inquiry that strengthens the conceptual propositions put forth.  

There are of course some limitations which can be summarised as: 
Theoretical Orientation: The study is primarily theoretical in nature. Without empirical 

evidence to back up theoretical assertions, the conclusions remain speculative, although based on 
robust past research. 

Potential for Confirmation Bias: Given that the paper aligns with broader academic 
conversations, there’s a possibility that only conforming views were taken into account, potentially 
overlooking, possible, contradicting evidences. 

Future Empirical Scrutiny: The study underscores the importance of future empirical 
investigation, suggesting that its conclusions are not definitive until such examination is undertaken. 
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